SpamTag puts SPAM back where it belongs—
in the trash—and puts time back in your day.

SPAM—Tag it, trash it or save it for reading later. The user gets
to choose. AlphaData SpamTag identifies “spam,” whether solicited or
unsolicited commercial email, using a wide range of heuristic tests and

rule sets applied to mail headers and body text.

Features

e Wide-spectrum:
SpamTag uses a wide
variety of local and
network tests to identify
spam signatures.

e Easy to configure:
SpamTag is configured
using a web browser and
the user can set the rule
weights, blacklists and

e Flexible: SpamTag is
designed to work with any
SMTP based email server
currently in service
including Exchange.
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The spam-identification tactics used include:

* Header analysis: spammers use a
number of tricks to mask their identities,
fool you into thinking they've sent a
valid mail, or fool you into thinking you
must have subscribed at some stage.

e Heuristic text analysis: spam mail
typically has a characteristic style
disclaimer.

e Common spam word lists: SpamTag
identifies common word and phrases
typically used by spammers such as
“Make easy money,” “Click here to
unsubscribe,"” etc.

* Rule sets: SpamTag supports different
rule sets used to help identify spam.
Each rule set's weight ranking and total
spam value can be set by the
administrator.

e Blacklists: SpamTag supports many
useful existing blacklists, such as e mail-

abuse.org, e ordb.org or others.
Individual spam sites can be easily added
to the list.

e Whitelists: The SpamTag administrator
can easily exempt certain addresses from
the spam processing via the whitelist.

What can
AlphaData
SpamTag do?

SpamTag is a program
for inspecting and
modifying e-mail
messages as they
pass through your
mail stream.

Web based reports:

e See totals for legitimate
mail related to spam.

e Ranking of spam
offenders with easy black
list interface.

e Productivity analysis by
employee—identify who
gets the most spam.

e Easy site white list
exemption.

e Graphical analysis.
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Backup Service

We offer backup subscription over
the internet to protect your
configuration.

Warranty

We warrant the product for one year
including overnight replacement at
no additional charge. This includes all
software upgrades for the first year.

SpamTag is an Internet appliance that sits in front of

If you subscribe to the backup your existing Exchange or other mail server.
service, we will reload your

configuration before shipping.
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your mail accounts, mailing list SPAM: Hitl (3.4 points) Faked To "Undisclosed-Recipients”
memberships, etc. It accomplishes SPAM: Hit! (2.7 points) Subject contains lots of white space
filtering without this knowledge, as SPAM: Hitl (2.1 points) Invalid Date: header (timezone does not exist)
much as possible. SPANE Hit! (1.0 pomt) From: ends i mumbers
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